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About this Manual

About this Manual

The viewLinc 3.3 Administrator Guide includes the
information you need to install, configure and operate the
viewLinc system.

You can also view the Quick Start Guide for a graphical
overview of installing viewLinc.

Who this Manual is for

This manual is for administrators who will install and
configure viewLinc Server software and its associated
components to allow end users to view and monitor Veriteq
data logger readings across a network. This manual covers
several topics, including how administrators set threshold
alarms, configure email alarm notification, organize the
Channels screen and set logger data transfer schedules.

How this Manual is Organized

The viewLinc 3.3 Administrator Guide is organized into
chapters as follows:

Chapter 1: Getting Started. Contains viewLinc overview,
hardware and software requirements, essential installation
instructions, how to log in.

Chapter 2: Channels. Covers what a channel is, using “My
Channels”, and organizing channels into zones. This chapter
covers topics of interest to both a general viewLinc user and
the administrator.

Chapter 3: Alarms. Contains information on creating,
editing, and deleting alarms informing those monitoring the
system of threshold-exceeding conditions or if data
communication between the logger and the system is down.
Includes how to acknowledge alarms.

Chapter 4: System Settings. Includes information
specifically for administrators, including creating user
accounts, configuring email server settings for alarms,
choosing temperature units to display, and changing which
loggers are shown in My Channels.

viewLinc 3.3 Administrator Guide i
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Chapter 5: Events. Includes filtering and printing event logs,
including details on transfers, alarms, and
acknowledgements.

Chapter 6: Historical Data and Transfer Schedules.

Includes definition of historical data, what you can do with it,
how to do transfers of data from the logger to a PC, and
where to find out more. Historical data is graphed and
manipulated using Veriteq Spectrum or vLog.

Appendix A: Troubleshooting. Answers common
troubleshooting questions, including how to stop and start the
viewLinc service, what is installed with viewLinc, and how to
troubleshoot common issues.

Conventions Used in this Document

This document uses the following conventions:

» A sequence of actions is indicated by a list separated by a
vertical line. For example:

“In viewLinc, choose System | Loggers and Channels”

» Menu selections, items you select, the names of buttons
and tabs and buttons are shown in bold.

Related Documentation and Software Products
For help with viewLinc, consult the viewLinc Quick Start
Guide.

Use Veriteq Spectrum or vLog software and their associated
Quick Start Guides for:

» setting up data loggers

» viewing and printing logger historical data as graphs or
text files.

Support Information

Free technical support is available from Veriteq from 8am-
4pm PST Monday - Friday. Please call 1-866-861-3388 or
email techsupport@veriteq.com. See also www.veriteq.com.

For sales, pricing, quotations, or general information, please
call 1-800-683-8374 (or 604-273-6850).

© 2008 Veriteq Instruments Inc.



Chapter 1: Getting Started

viewLinc 3.3 Administrator Guide

This section includes:

overview of the viewLinc system
hardware and software requirements
installing viewLinc

logging in to viewLinc from an Internet
browser to monitor conditions.

re-entering your password for session
security
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Overview of the viewLinc System

Welcome to viewLinc 3.3. viewLinc allows you to monitor
Veriteq data logger readings locally on a PC or across a
network in a supported Microsoft Internet Explorer or Mozilla
Firefox Internet browser.

With viewLinc 3.3, you can:

» monitor remote conditions from multiple data loggers from
a single PC desktop

» receive visual or email alarms when conditions you are
monitoring are out of compliance or if there is a network
communication problem

» analyze automatically documented logger events, such as
when alarms are triggered, acknowledged or there are
logger communication problems

» schedule downloads of logger data (also referred to as
‘historical data’) to be viewed and graphed in Veriteq
Spectrum or vLog software.

When installed, the viewLinc system is comprised of several
hardware and software components, including viewLinc,
Veriteq data loggers, a PC with a supported Internet browser,
and, depending on how you connect the loggers to your PC,
various cables or Digi networking devices.

How you connect your loggers to your PC is a very important
administrative decision. There are three methods. Each
requires certain hardware connections. The most typical

2 © 2008 Veriteq Instruments Inc.



Overview of the viewLinc System

method of attaching loggers to PCs is to use Digi devices.
This option - and two others - are shown in Table 1:

How .
Method Connected Detail
Digi Ethernet e Allows data loggers to be
connected to the PC using
Ethernet, allowing the PC
and loggers to be sepa-
rated by large distances
within a facility
e Requires installation of Digi
drivers (provided with Digi)
e Requires use of Digi device
USB port Veriteq USB Requires installation of USB
cable drivers (provided) and uses
USB connection on PC
Serial port Veriteq serial Uses Serial port on PC
port cable

Table 1: Methods of attaching loggers to PCs

It is also possible to use a mix of these methods if your

system requires it.

The outlined System Requirements apply to all installation

options.

viewLinc 3.3 Administrator Guide



Chapter 1: Getting Started

System Requirements

To install viewLinc, you need:

Veriteq data loggers

PC (will be referred to in rest of document as viewLinc
Server)

Veriteq cables. There are specific cables for attaching
loggers to Digi devices and attaching loggers to USB or
Serial ports on viewLinc Server.

(optional) Digi devices. For connecting loggers to viewLinc
Server using Ethernet

viewLinc Server Requirements

The viewLinc Server machine must meet the following
requirements:

available and on 24 hours a day, 7 days a week
350 MB free disc space

one of the following operating systems:

+ Microsoft® Windows® 2000

+ Microsoft® Windows® Server 2003

+ Microsoft® Windows® XP

+ Microsoft® Windows® Vista

if you plan to use viewLinc from the viewLinc Server
machine, you must have a supported Internet browser
installed (Internet Explorer 6.0 or later; Firefox 1.5 or later).

Depending on the number of channels you are using, the
viewLinc Server machine should also meet the following
requirements:

Large size installation (300-1000 channels)

dedicated machine
3.2 GHz, Dual Core
2 GB RAM.

© 2008 Veriteq Instruments Inc.
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Medium size installation (20-300 channels)

e 1.6 GHz Dual Core

+ 2GBRAM

« machine may be shared with other applications.

Small installation (<20 channels)
e 1.6 GHz
« 1 GB RAM.

End User PC Requirements

A machine on the network used to administer viewLinc must
have:

e 24 GHz
« 2GBRAM

e asupported Internet browser installed (Internet Explorer
6.0 or later; Firefox 1.5 or later).

Installing viewLinc

This section outlines how viewLinc is installed, including the
three methods loggers can be connected to the system,
including:

 using Digi devices to connect loggers to the network

« using USB port to connect loggers to viewLinc Server

« using Serial port to connect loggers to viewLinc Server.

For further graphical representation of installing viewLinc,
see the relevant Veriteq Quick Start Guides. There are
versions for those using Digi devices and those using USB/
Serial ports. For copies of Quick Start Guides, see
www.veriteq.com/tech or speak to your sales representative.

Connecting Loggers

Choose from the following methods to connect your loggers
to the network or appropriate PCs.

viewLinc 3.3 Administrator Guide 5



Chapter 1: Getting Started

Method 1: Using Digi Devices

The following procedure shows how to use Digi devices to
connect your data loggers to the network:

noware Pigi M 40.12 RH

VIEWLINC:
MONITORING & ALARMING

BIGI DRIVERS

SPECTRUM SOFTWARE

VIEWLING SOFTWARE I HISTORICAL DATA

Figure 1: Overview of viewLinc system using Digi devices

Attaching Main Hardware
1 Connect Digi device to power supply and Ethernet outlet.
2 Connect data logger to Digi device using Veriteq cable.

Note: These instructions focus on the Digi One SP. For
other Digi models, see www.veriteq.com/digi.

Installing Digi Drivers
This section covers installing the drivers for Digi devices to

connect Veriteq loggers to the network using Ethernet.
Repeat all these steps for each Digi device you'll use.

Discovering the Digi Device

1  Obtain static IP address for your Digi device from your IT
department. If your networking policy requires you to
reserve |P addresses using DHCP, see
www.veriteq.com/digi for instructions.

2 Insert Digi CD into viewLinc Server (this can be any
Windows PC or Server available 24/7).

3 Digi Device Setup Wizard launches automatically. Click
NEXT.

4  Select device that matches the MAC address from the
bottom of Digi device. Click NEXT.

6 © 2008 Veriteq Instruments Inc.
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Configuring the Digi Device and Installing Drivers

1 In the Configure Network Settings window, enter a Static
IP address (provided by IT dept.). Click NEXT two times.

2 Inthe Configure Real Port Settings screen, select “Install
Digit Real Port on this computer”. Click NEXT.

3 Click NEXT again. The settings are saved.
4  Click FINISH.
Repeat from Installing Digi Drivers for each Digi device.

Method 2: Using USB Port

You can also connect data loggers to PCs using a USB Port,
and shown in Figure 2:

]
HARDWARE Data Logger i 2005”C
e : #l 40.12 RH

MONITORING & ALARMI

SPECTRUM SOFTWARE

VIEWLINC SOFTWARE

HISTORICAL DATA

Figure 2: Overview of viewLinc system using USB port to connect
loggers

Installing Drivers

» Using the supplied Veriteq USB cable driver CD and
Quick Start guide, install USB drivers on every PC you
plan to attach loggers to.

Connecting Hardware

1 Connect data logger to Veriteq-supplied USB cable.
2 Connect USB cable to viewLinc Server PC.

3 Ensure these computers are attached to the network.
4 Repeat for all data loggers.

viewLinc 3.3 Administrator Guide 7
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Method 3: Using Serial Port

You can also connect data loggers to PCs using a Serial
Port. The configuration using a Serial port is very similar to
using USB; refer to Figure 2 on page 7.

Connecting Hardware

1 Connect data logger to Veriteq-supplied Serial port
cable.

2 Connect Serial port cable to viewLinc Server. Ensure this
computer is attached to the network.

3 Repeat for all data loggers.

You've now connected your loggers; next, install two
software components.

Installing Spectrum or vLog Software

Spectrum (for non-validatible environments) or vLog (for
validatible environments) helps you to confirm successful
communication between loggers and computer, change your
logger default name, and graph historical data. It is
recommended you install Spectrum or vLog on all machines
with loggers connected to them.

Follow the installation instructions provided with your
particular software.

Installing viewLinc Software on viewLinc Server

To install viewLinc on the viewLinc Server:

1 On viewlLinc Server, insert viewLinc CD and run
setup.exe.

2 Choose the destination location for the viewlinc 3.3 files.
The installation occurs.

3 viewLinc Server requires an open TCP port for
communication. The installer defaults to port 80; if port
80 is taken, the installer offers a new port number. Make
a note of this port number - you'll need it when logging in
to viewLinc.

4  Click Finish.

You have installed all necessary viewLinc components.You
can now move to any machine on the network - or stay where

8 © 2008 Veriteq Instruments Inc.



Logging In to viewLinc

you are - and log in to viewLinc to monitor channels using
any supported Internet browser on the network. Go to
“Logging In to viewLinc” on page 9.

Logging In to viewLinc

viewLinc allows you to:

¢ watch conditions (such as temperature and relative
humidity) being recorded by loggers

* receive alarms if conditions are outside limits you set or if
there is a communications problem

« send email messages notifying that alarms have occurred.

To interact with viewLinc (for example, to set alarms,
configure email settings, schedule logger data transfers and
more), log in to viewLinc from a supported Internet browser.
Supported Internet browsers include Internet Explorer 6.0 or
later, or Mozilla Firefox 1.5 or later.

There are two types of accounts: administrator and user, as
shown in Table 2 following:

User

Privileges

Administrator

Able to monitor system conditions (including
alarms), acknowledge alarms, configure all soft-
ware options, set threshold alarms, configure email
settings for alarm sending

User

Able to monitor system conditions, see and
acknowledge alarms. The administrator creates
user accounts in System | Users tab.

Table 2: Types of User Accounts

Administrators create user accounts. For more, see “Working
with Users” on page 39.

By default, one administrator account is created when
viewLinc is installed. The username and password is
“admin”. It is important you change the admin password as

viewLinc 3.3 Administrator Guide
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soon as possible - see “Editing Users and Passwords” on

page 40.

To log in to viewLinc:

1 Inthe address box of a supported Internet browser, enter
the address of the machine where viewLinc is installed:
ex. http://<viewLinc_machine_name>.

|.ﬁ.|:||:|ress| htkp: fiviewLine_machine_name

Note: Use the address of the machine where viewLinc
Server is running. If viewLinc was installed to run
on a port other than 80, enter this number as part
of the login. For example:
http://viewLinc_machine_name:49152.

2 Inthe log-in screen, enter your username and password.

Click Login.
Login to viewLinc
Usernarme: admin
Passwoard: ssees

Note: The default administrator username and pass-
word are both “admin”
3 The main viewLinc screen appears, showing available
channels or (the first time you log in) an empty “My
Channels” screen.

viewlLinc 3.3.0 Veus s g i o ek, 00wt Chenge Password |
pre— e e e -
Zones W ey Chanoeh
T Rniresh e [T g T Rcdensh
Mame + crareets =] Logger Cescrition +  Charnatl.. Charneits 2
Ciobal (unsassigned) 9
Select a channel on the ket 1o see detals here
E
e N T
2one Charnels
D refresh »
My Deseripton Logger Descripton =l
=
Mo date to deplay
Morkonng 1 Hedt, J Loggers, 7 Channel, O Thresholds, Update panad: from 1 minuts to 2 mitwbes. viewling .20 buld 651 WL © 2000 verbeq Irstruments Inc.
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Logging In to viewLinc

If you don’t see any channel data, select a channel in the

Zones area and click © Refresh in the My Channels
area. The selected channel’s data will appear.

viewlinc 3.3.0 Vou s g n s e, | szt e Pasowerd |
Chanseh. T i:
Denes. oy Chamnnchs
Tratresh bl T ) 2 Rntresh
[ o 2] Lopowescrimn « | et coweewiweeroten v 21
praTes— ) Lo A8 4 Eaputese e i Tttt
P T ——
=l oeckioen)
ol 1 [ TPT—
bitieeler il S

than (duatind) [ M
e dsbsal (s ansigreed} Chanmels. 0

Oliabah i T aien K
[FR Pe— [PS— ac

[ Lo B0
4 B Lonper 01084

Lo 0

S [

WL Lo DA
forpmaire Lo 8.5 =

. e EEE B

o idsaied) [ 3

i) O

Mortoring 1 Host, 3 Logges, 7 Chanel, 0 Thrpshds Lisdabe parioc from § st to 2 mrstes vameding 3.3.0buskd 651 VL € 7008 Varbad rvtrusments b

If this continues, your logger may not be connected prop-
erly or there could be a problem with viewLinc itself. Try
discovering loggers - see “Discovering Loggers” on

page 34.

Congratulations - You're now logged in and ready to start
monitoring conditions on various channels!

Note: The administrator may have set up the system to
prompt you for your password periodically to
ensure system security. When prompted, reenter
your password. To change or set the session
expiry, see “Setting Session Expiry Time” on
page 41.

For more on channels, see “Chapter 2: Channels” on
page 13.
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Chapter 2: Channels

viewLinc 3.3 Administrator Guide

This section is for administrators and general users.
In this section, you'll learn about:

what a channel is

selecting channels and zones to display in My
Channels

opening large channel views

viewing channels in an external display creating
zones

editing zones
organizing channels into zones
deleting zones.

Let’s get started learning what a channel is in
viewLinc.



Chapter 2: Channels

About Channels

A channel displays the data being measured by a Veriteq
logger. Various models of Veriteq loggers can measure
temperature, relative humidity, voltage and current. Using
viewLinc, you can monitor any data logger channel that is
connected to the network.

When you first log into viewLinc, you see the Channels
screen and a list of available channels in the My Channels
area. Actual channel data (temperature, relative humidity)
appear in the channel rows in My Channels.

viewlinc 3.3.0 Vins e bt s s |09t || hange Passeort

R Q9 9§
X/ %K X

If you don’t see any channels in the My Channels area, it

could be that:

» There are no zones or channels selected. In the Zones
area, ensure at least one channel or zone has the check

box next to it selected, then click 2 Refresh in the My
Channels area.

* Your logger may not be connected properly or there could
be a problem with viewLinc.

» Try discovering loggers - see “Discovering Loggers” on
page 34.

To learn more about the Zones and My Channels areas and
user interface, see Understanding the Channels Screen.

© 2008 Veriteq Instruments Inc.



Understanding the Channels Screen

Understanding the Channels Screen

This main screen in viewLinc contains many important

Tab bar——pp»

Button bar—p (& Refrash

Zones area—

viewLinc 3.3 Administrator Guide

features:
viewlinc 3.3.0 o e ngged n &
§. Channels | Transfers || Everts | System || Alarms
Zones My Channels
qenew  [PEdt 3 Delets & Refrash
Name Channeis =l Logger Description - Ghannel 1. channel Deseription | =]
o3l (Unsassigned) 7 Logger [0_D 5 Temperature o Add Thres
1 2 Logger I0_D 3 Millvots Channel Tempers!
1D0_D (08031225)
Threshold
= My Channels g2 |
Zone Lab 1 Channels #5 on logger «
Refresh (&3] 4 |)Paste (1 channels) Check All Thresﬂﬁélﬁg‘
My «  Description Logger Descrigion  Logger SN = fﬂ‘f'é”h:;ﬁ:'ell !
Millivolts Logger ID_D 08031225 ggﬂgnl;zgsglsr B
Temperature. Logger ID_D 08031225 H‘:Ej*“j‘d‘ I
ltem Details

Tab bar Contains main viewLinc tabs, including Channels,
Alarms, Transfers, Events and System.

Button bar Contains buttons like Refresh, Edit Threshold,
etc.

Zones area Where configuration of zones takes place. Use
zones to organize the many channels that may be
connected to viewLinc.

My Channels Where configuration of alarms takes place.

area Includes details on channels. Highlight a channel
to display threshold alarm settings in the Channel
Details area.

Table 3: Important parts of the Channels Screen

My Channels shows general information about your logger
and channels. Most column definitions are easy to
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understand; however, here are a few definitions to help you
get familiar with viewLinc:

Column Displays
Logger Description Logger description - is editable.
Channel Index Number representing the channel for that

logger (each logger has 1 or more chan-
nels, and labels them 1, 2, and so on).

Channel Description Description of channel - is editable

Value Value of that channel, for example, tem-
perature in Celsius

Timestamp Time that channel reading was taken

Status “OK” appears if there are no currently

active alarms. Changes to indicate if a
threshold alarm condition has been
detected

Threshold Summary Summary of threshold status, if active.

Table 4: Columns of information in My Channels

To see further detail on threshold settings for a particular
channel, select the channel row and look in the Channel
Details area to the right. This allows you to see a summary of
thresholds for each channel (once they’ve been set up). You
can add, edit and delete thresholds in the Channel Details
area. For more, see “Setting Threshold Alarms” on page 23.

You can also acknowledge alarms in Channels. To
acknowledge alarms, see “Acknowledging Alarms” on
page 31.

Opening Large Channel Views

You can view a particular channel reading in a single window,
containing only that data reading. Or, you can open multiple
windows showing channel readings you are interested in
seeing in a large screen view.

© 2008 Veriteq Instruments Inc.



Opening Large Channel Views

To open a large channel view:

» From My Channels, double-click a channel to view. A
new resizeable window containing each selected chan-
nel appears. This window contains the reading for each
channel and any related threshold settings.

] Berpof192. 160, 1.1 Miview_channelfnd=l L5

viewLinc Channel Temperature on Logger Logger ID_D

Channel ¥alue, as of June-10-08 414 FM Active Alarms

Theeshold: channel valse greater than 23.00 ©
Foe Channed Temperatuse (5) 0n Logger Logges

10_[ (RA031225) an Hest BUTLD
Alarm time: June-18-083 3:43:14 PM
Acknamledgrant: Not required (nat
achnw
 Ackiravdedgs
|

status: Theashold Alam hewLing 3.3,0 bubd 651 VL © 2000 Verkeq Instruments It

» To close the large channel view, click the close box in the
top right corner of the window.

Acknowledging Alarms from a Large Channel
View
From a large channel view window, you can acknowledge

alarms.
To acknowledge an alarm from a large channel view:

1 From the large channel view, click % Acknowledge
In the Acknowledge Alarm dialog box that appears, click
Acknowledge.

-hannel Temperature on Logger Logger |

une-18-06 J:48:14 PM Active Alarms
Acknowledge Alarm XL o
Action Taken:  Clase refrigeratar door F;;)p
Comments: B.Smith ﬂ Ine-
ent:
. A b

I Acknot?ﬁledge ’ Cancel
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Organizing Channels into Zones

To organize your viewLinc screen and keep a closer eye on
the channels that matter to you, organize channels into
relevant zones.

By default, there is one zone created: [Unassigned]. All
available channels are contained in this zone until otherwise
configured.

Creating Zones
To create zones:

1 From Channels, in Zones, click E,':,':l New.
2 Inthe Zone Name dialog box, enter a name for the zone.

Zone Name x

Flease enter zone name:

ILab1

3 Click OK. The new zone appears in the Zones area
under Unassigned.

Editing Zones

To edit a zone (the zone name):

1 In Channels, in Zones, highlight the zone to edit.
2 Click = Edit.

3 Inthe Zone name dialog box, make any changes.
4 Click OK.

Editing zones edits the zone name, not the channels added
within it. To move channels in and out of zones, see Moving

Channels into Zones.

Moving Channels into Zones

To move channels into zones:
1 In Zones, ensure you have created the zone you want to
move the channel into. You must have at least one zone

© 2008 Veriteq Instruments Inc.
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created (in addition to Unassigned which is created by
default) in order to move channels.

2 Inthe Zones area, highlight the zone (it could be
Unassigned) that contains the channel you want to
move.

3 Inthe Zone Channels area (below Zones), highlight the
channel you want to move.

4 Click =# Cut.

Zones ol
o Refresh | giNew [ e
Mame « Channels LI
Unsassigned 10
lab 1 1
Zone Unsassigned Channels
i |t | [T [¥] Check all [7] Uncheck Al
hd Description : 5 o "Logger S =
y & ut selected channel from its zone oo
|| Temperature Logger 2 05051034
[¥] Temperature Logger 2 05051054
[¥]  Tempersture Logger 2 05051054
V] Temperature Logger 2 05051084
Tempersture Logoger 3 02052437

5 In_the Zones area, highlight the name of the zone you
want to move the channel into (in this case, Lab 1).

6 Inthe Zone Channels area, click ' Paste.

Zones had
Y Refresh | caMew [ Edt 3§ Delets
Name = Channels ;I
Unsassigned 10
lak 1 1

=

Zone lab 1 Channels

i 4 | Paste (1 chgnels) | Check all Uncheck all
1
Logig| paste previously cut channel(s) into selected zone

W Humidity Logoer 3 02052437

My Description

The channel should appear in the zone you pasted it into.

You may need to click < Refresh.
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Deleting Zones

To delete a zone and have its channel(s) return to the Unas-

signed zone:

1 In Zones, select the zone you want to delete. Note that
you cannot delete the Unassigned zone.

Z0nes #“
) Refresh | anew (2 Edi | 3 Delete
.
S = Delete Selecked Zone _I
Unzassigned g
lab 1 2
a

Zone lab 1 Channels

[Ff Copy <laCut |TPaste (1 channels) | (] Check Al Uncheck Al

My  Description Logger Description -« Logger SM ;I
W Temperaturs Logger 2 03051 054
W Hurmiclity Logger 3 02052437

2 Click & Delete. The Delete Zone dialog box appears.

Delete Zone X

2

Are you Sure you want to delete zone Lab?
L= JL w |

3 Click Yes. The zone is deleted and its channel(s)
reappear in the Unassigned zone.

To move channels between zones, see Moving Channels
into Zones.

You've now looked at how channels work - let's move on to
how to configure, trigger and acknowledge alarms.
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viewLinc 3.3 Administrator Guide

Alarms and alarm acknowledgement are key to
success with a Veriteq temperature and humidity
monitoring system.

In this chapter, you'll learn to:

understand types of alarms in viewLinc

set a threshold alarm

enable email alarm notification

launch an external application using an alarm
acknowledge an alarm.

Let's get started looking at alarms.

21
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About Alarms
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Alarms and alarm acknowledgement are key to success with
a Veriteq temperature and humidity monitoring system.

Administrators set threshold alarms, and, when conditions
exceed these thresholds, alarms are triggered which notify
key staff of the condition. Staff then acknowledge alarms in
viewLinc. All transactions are recorded in the Event Log.

There are two types of alarms in viewLinc:

Threshold Alarms

Threshold alarms notify users when conditions (such as
temperature and relative humidity) are outside acceptable
limits as defined by the administrator.

Threshold alarms are not enabled by default. To trigger
threshold alarms when certain thresholds are exceeded,
administrators must configure them.

Threshold alarms are configured in the Channels tab.

Communication Alarms

Communication alarms notify users when communication
between the viewLinc Server and data loggers is down. This
may be because viewLinc Server can’t communicate with the
logger, or the data logger connection (cable) has been
severed. Communication alarms serve as a system health
test, alerting you if there is a problem that might disrupt
viewLinc monitoring and alarming.

Communication alarms are configured in the System tab.

What Happens When an Alarm is Triggered
When an alarm is triggered, several things can happen:

 If configured in System, a pop-up appears when a
threshold is exceeded, showing the value for that channel
and an alarm message. If pop-ups are blocked in your
browser, an error message appears, prompting you to
enable pop-ups for viewLinc.

» An email can be sent. If configured by your administrator,
emails are automatically sent to the address specified
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when threshold conditions are exceeded. Alarm emails
can be sent repeatedly based on how alarm properties
have been set.

* An application can be launched or an external device
turned on. If configured in the alarm settings, an external
device (such as a light or buzzer) or a computer
application (such as batch file which can page or phone a
particular number) can be triggered when a threshold
condition is exceeded.

Alarms should be acknowledged in viewLinc and the
situation dealt with as soon as possible. All transactions are
recorded in the Event Log.

Let's look at setting both threshold and communication
alarms.

Setting Threshold Alarms

Administrators set the thresholds that trigger alarms.
To set a threshold alarm:

1 Inthe My Channels area, select the channel you want to
set the threshold alarm for.
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2 In the Channel Details area, click §a Add Threshold.
The New Threshold screen appears.

New Threshold

Threshold Condition

greater than v 204,98 C
Alarm Settings
Enable Alarm: r
Color Cade: Red 7
Acknowledment required: r

Alarm Message:
Delay, minutes: 5

Pop Up Channel on Alarm: r

Email Notification
Email Recepients:
Repeat email notification: MNever w7

Motify on acknowledgement: r

Motify when alarm tums off: r
Command Notification
Run command or alarm:
Repeat command notification: MNever w7
Repeat command:
Run on acknowledgement:
Run when alarm turns off:
Comments
Cornrments: ;I
&
3 Set a threshold condition:
For example:

» Greater than 23.00 C for more than 1 minute
» Less than 37.76 RH for more than 15 minutes.
4 To enable the alarm when you click Save, select the
Enable Alarm check box. (You can deselect this later to
temporarily disable an alarm.)

5 Choose the alarm Color Code - either blue, yellow,
orange, or red. This color will be used in the color
indicator for that threshold in Thresholds and the
background color for that row in My Channels if
activated.

6 If you want to require alarm acknowledgement, select the
Acknowledgement required check box.
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7 Inthe Alarm Message text box, enter the message to
send in the alarm email (if configured).

8 If desired, specify a Delay, minutes period from when
the threshold is exceeded and the alarm triggers.

9 If you want the alarm on this threshold to open in a pop-
up window, select the Pop Up Channel on Alarm box.

10 To send an email notification when the alarm triggers,
enter the following in the Email Notification area:

a Enter email addresses in the Email Recipients text
box.

b From the Repeat Email notification drop-down,
choose an appropriate communication interval for the
frequency emails are resent while the condition still ex-
ists.

¢ To also have an email sent when an alarm is acknowl-
edged or when the threshold is no longer exceeded,
select the appropriate check box.

Note: There is other information that can be sent in the
alarm email. For more, see “Editing Alarm Email
Templates” on page 37.

11 You can also run commands on the viewLinc Server
machine (which in turn can trigger external devices)
when a threshold is exceeded.

To configure commands, in the Command Notification

area, enter DOS commands in the appropriate box. You

can run different commands when an alarm is triggered,

a notification is repeated, an alarm is acknowledged, or

an alarm condition is no longer true.

Command Notification

Run command on alarm: python SwitchBbRelay.pyc 2 2
Repeat cornmand notification: Every 60 minutes v
Repeat cormmand: python SwitchBbRelay.pyc 2 2
Run on acknowledgment:
Run when alarm turns off: pythan SwitchBhRelay.pyec 2 1
For example:

python SwitchBbRelay.pyc <Com port
where relay device is attached> <Option
as specified in script documentation in

Appendix A: Troubleshooting>.
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The example above shows a python script specific to

a Digital Relay 1/0 device. Different parameters apply

to different commands or scripts.
12 You can also add Comments about thresholds, including

the purpose of that particular threshold.

13 When threshold alarm settings are complete, click Save.
Hint: You can configure several threshold alarms, one for yellow
alarms (mild concern), another for red (extreme concern), for
example. For yellow, set the alarm condition to a lesser time (1
minute out of threshold) and send the email to someone who needs
to know. For red, you could set the alarm condition to a longer time
(15 minutes out of threshold) and send the email to a lab manager,
or a distribution list of people who need to be notified to take action.
You can also set specific commands in the Advanced box to tie into
threshold behavior. For example, turn a flashing light on when an
alarm is triggered, but turn it off when the alarm condition is no
longer true.

Editing Threshold Alarms

To edit a threshold alarm:
1 In Channel | My Channels, select the channel you want
to edit thresholds for.

2 From Channel Details, click lil} Edit Threshold beside
the threshold you want to edit.

My Channels

(2 Refresh

Channel Details
Logger Description | Channel..| Channel Descrigtion | vaue =] o add Threshold
Lab north west e 1 Temperature 2240¢

Charinel Temperature (1) o lagger Lab north west ¢ (20260196)
I High 2 Threshold: greater than 21,00 Nore (7 3§

High 1 Threshold: greater than 19.00 Mone :&x
Lew 1 Threshold: less than 11,00 None F 4
[ Low 2 Theshold: less than 1,00 Nons X
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4

5

Setting Threshold Alarms

The Threshold Settings screen appears.

Threshold: channel value greater than 21.00 None

Threshold Condition

greater than

Alarm Settings
Enable Alarm:
Color Code:
Acknowledrment required:
Alarm Message:
Delay, minutes:

Pop Up Channel on Alarm:

Email Notification
Ernail Recepients:
Repeat emal notification:
MNotify on acknowledgment;

Motify when alarm turns off;

Command Notification
Run cornmand an alarm:
Repeat command natification:
Repeat command:
Run on acknowdledgrment:

Run when alarm turhs off:

Comments

Comments:

v 2100

1t is really too hat!

1
-

labmanager@yourconmpany.com

Every 30 minutes
¥
v

python SwitchBhRelay.pyc 2 2
Every 60 minutes

python SwitchBbRelay.pyc 2 3

python SwitchBbRelay.pyc 2 1

Save Cancel

Edit threshold settings as desired.

Click Save.

Disabling Threshold Alarms

You can temporarily disable alarms without deleting all the
setting information.

To temporarily disable alarms:

In Channel | My Channels, highlight the row of the
channel you want to edit thresholds for.

1

2

you want to edit.

viewLinc 3.3 Administrator Guide

A

From Channel Details, click = Edit beside the threshold
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3 Inthe Edit Threshold Settings screen, deselect the
Enable Alarm check box.

Alarm Settings

Enable Alarm: I

4  Click Save.

Deleting Threshold Alarms

To delete threshold alarms:

1 In My Channels, highlight the row of the channel you
want to delete the threshold alarm for.
Channel Details S
7 Add Threshold

Channel Temperature (#1) on logger Lab north west
C (20260196)

High 2 greater than 21,00 i 4
Threshold: Maone -

inb 4 b b A AR -

2 In the Channel Details area, click & Dpelete beside the
threshold you want to delete. You will be prompted to
confirm this deletion.

Setting Communication Alarms

28

Communication between loggers, channels, and viewLinc
Server is essential for real-time monitoring of conditions.
Because of this, viewLinc includes communication alarms to
notify users if communications are down at any point. By
default, there is one communication alarm preconfigured for
each logger, and channel. These alarms cannot be deleted;
however, they can be edited.

To edit communication alarms:

1 From System, click the Loggers tab.
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2 Highlight the name of the logger or (first logger then)
channel whose communication alarm you want to edit.

Channels Transfers Events Systenm Alarms {1 active event)

Loggers Users Email Preferences
Loggers Channels of logger Logge
&‘J Refresh % Discover Loggers ) Communication A\angett\ngs 4 Communication Al
Logger Description »  Serisl Mumber  Com Port Channels ;I Channel Description = Chs
Logger 2 08051084 5 4 Tempersture 3
Logoer 3 02052437 4 2 Temperature 1
Logger COMM ALAR 08031225 3 5 Temperature 2

E
3 Click ® communication Alarm Settings. The
Communication Alarm Settings screen appears.

Communication Alarm Settings for logger 05112100

Alarm Settings

Enable Alarm; 2

Calor Codle; Red bd
Acknowledment required: W

Alarm Message: Logger 05112100 (tissue refrigerator) is not communicating to viewLinc
Delay, minutes: 2

Pop Up Channel on alarm: 2

Email Notification

Email Recepients: Ity OUrCOmpany . Com

Repeat emall notification: Every 30 minutes 2
Motify on acknowledgement: I

Motify when alarm turns off: ~

Command Notification
Run cormmand on alarm:
Repeat command notification; MNever 7
Repeat command:
Run on acknowledgement:

Run when alarm tums off:

Comments: ;I
=
4  Select (or deselect) the Enable Alarm check box, as
appropriate.

5 Choose the alarm Color Code - either blue, yellow,
orange, or red. This color will be used in the color
indicator for that threshold in Thresholds and the
background color for that row in My Channels if
activated.

6 If you want to require alarm acknowledgement, select the
Acknowledgement required check box.
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10

11

In the Alarm Message text box, enter the message to
send in the alarm email (if configured).

If desired, specify a delay period between the condition is
observed and the alarm is triggered.

To have a pop-up appear in a new browser window when
a communication alarm is triggered, select the Pop up
window on alarm check box. If pop-ups are blocked in a
user’s browser, they'll receive an error message to
temporarily enable pop-ups for viewLinc.

To send an email notification alarm, in the Email
Notification area:

a Enter email addresses in the Email recipients text box.

b From the Repeat Email notification drop-down,
choose the frequency emails are resent while the con-
dition still exists. Choose an appropriate communica-
tion interval.

¢ To have an email sent when an alarm is acknowl-
edged or when the threshold is no longer exceeded,
select the appropriate check box.

Note: There are other things that can be sent in the
alarm email. For more, see “Editing Alarm Email
Templates” on page 37.
In addition to email alarms and pop-up windows, you can
also run commands on the viewLinc Server machine
(which in turn can trigger external devices) when a
communication alarm occurs.
To configure commands, in the Command Notification
area of the New Threshold screen, enter DOS com-
mands in the appropriate box. You can run different com-
mands when an alarm is triggered, a notification is
repeated, an alarm is acknowledged, or an alarm condi-
tion is no longer true.

Command Notification

Run command on alarm: python SwitchBbRelay.pyc 2 2

Repeat command notification: Every 60 minutes hd
Repeat cormmand: python SwitchBbRelay.pye 2 3

Run an acknowledgment:

Run when alarm turns off: python SwitchBhRelay.pye 2 1
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For example:

python SwitchBbRelay.pyc <Com port
where relay device is attacheds> <Option
as specified in script documentation
Appendix A: Troubleshooting>.

The example above shows a python script specific to
a Digital Relay 1/0 device. Different parameters apply
to different commands or scripts.

12 If necessary, enter a comment.
13 When communication settings are complete, click Save.

You can temporarily disable communication alarms by
selecting the alarm to disable and deselecting the Enable
Alarm check box and clicking Save.

Acknowledging Alarms

Both users and administrators can receive and acknowledge
alarms.

If your administrator has specified that alarm
acknowledgement is required, alarms must be
acknowledged. You must be logged in to viewLinc to
acknowledge alarms.

Acknowledgement information, such as the action taken and
any comments are tracked in the Event Log. For more, see
Chapter 5: Events.

Administrators can also configure alarms that don'’t require
acknowledgement. See Setting Threshold Alarms or
Setting Communication Alarms for more.

When a threshold condition is exceeded, a new row appears
beneath that threshold in the threshold area of My Channels.

This section covers acknowledging alarms in the Channels
screen. You can also acknowledge alarms from a large
channel view - see “Acknowledging Alarms from a Large
Channel View” on page 17.

w
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To acknowledge alarms:

1

32

In the My Channels threshold area, click v
Acknowledge Alarm.

My Channels
2 Refresh

Logger Description - Channel Inc Channel Des = =
Lak north west o 1 Temperature S Add Thresheld

2008-02-06

Required (not
15253 atnomiedaed) %

The Acknowledge Alarm dialog box appears, prompting
you to enter actions taken and comments.

Acknowledge Alarm *1|

Action Taken:  Adjusted termperature controls

Cornments: completed at 10:17pm

l AcknowEdge [ Cancel ]

Click Acknowledge. Your comments and actions are
added to the Event log and the Acknowledge Alarm box
closes. My Channels is updated with this change in
status.

© 2008 Veriteq Instruments Inc.



Chapter 4: System Settings

There are several important administration screens
in viewLinc, all hosted under the System tab. This
section covers the administration tasks you need to
know about, including:

» Discovering Loggers

» Deleting Loggers from the system
» Editing Logger Properties

» Configuring Mail Settings

» Editing Alarm Email Templates

» Creating User Accounts

» Editing Users and Passwords

» Deleting Users

» Choosing Temperature Measurement Unit
Preferences

» Setting Session Expiry Time

This section does not cover working with the Events

tab or setting Threshold alarms. For information on

the event log, see “Chapter 5: Events” on page 43.

For information on setting threshold alarms, see

“Chapter 3: Alarms” on page 21.

Let’s begin working with Loggers and Channels
within System.

w
wW
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Discovering Loggers

To discover recently-attached loggers which may not be show-

ing up in My Channels:

» From System, from the Loggers tab, choose Discover
Loggers.

Channels Transfers Ewents System Alarrns

Loggers Users Email || Preferences
Loggers
q‘:,‘:‘ Refresh % Discover Loggers B2 Commurnication Alarm Settings

Logger Description «  Serial Mumber o DimadClemmmnln,
Scan all com ports on viewline server ta find all connected

Logoer 2 08051054 5 loggers
Logoer 3 02052437 4 2
Logger COMM ALAR 03031225 3 5

Deleting Loggers

Because viewLinc’'s communication alarms are set up to
notice if any logger isn’t communicating with the system, you
need to use Delete Logger to actually remove a logger from
the system.

Deleting a logger deletes all associated information about
that logger from the viewLinc database. However, it doesn’t
delete any data on the logger itself.

To delete a logger:

1 InviewLinc, choose System.

2 Select the logger you want to delete and click # pelete

Charnels || Transfers || Everts | System || alarms (1 active event)
Loggers | Users | Emal | Prefersnces
Loggers
Refresh < Discaver Loggers ifcommunication Alarm Settings [ Edit Logger J{ Delete Logger
Logger Description = Serial Number  Com Port Channels -
Logger 2 08051084 5 4
Logger 3 0S4 2

3 A message appears, confirming you want to delete this
logger. Click Yes.

Editing Logger Properties

viewLinc allows you to edit a logger’s properties
(description).
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Editing Channel Properties

To edit logger properties:
1 From System | Loggers, select the logger whose

properties you want to edit and choose B Edit Logger.
Or, double-click the logger row.

Channels Transfers Events System Alarms

Loggers Users Email Preferences
Loggers
.—-3” Refresh % Discover Loggers B Communication Alarm S¢

al Mumber  Logger Description < Com Port Channels
05112100 logger & B 2

2 Inthe Edit Logger Properties dialog box, enter the new
information.

" Edit L eqger Properties

Logger Descrptiore Loggi &

3 Click Save.

Editing Channel Properties

viewLinc allows you to edit a channel’s properties

(description).

To edit channel properties:

1 From System | Loggers, select the logger whose
channel’s properties you want to edit.

2 Inthe Channels area, select the channel you want to edit

and choose B Edit Channel. Or, double-click the logger
row.

Channels Transfers Events System Alarms

Loggers Users Email Preferences
Loggers Channels of logger logger A (05112100}
o Refresh <& Discover Loggers | Commurication Alarm Settings (2 Edit Cha&'\el
al Mumber  Logger Description <« Com Pm;l Channgl Description = Channel | d
05112100 logger A 6 Humiclity 2
Temperature 1
3 In the Edit Channel Properties dialog box, enter the new
information.
Edit Channel Properties X
Channel Description: Hurnidity
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Click Save.

Configuring Mail Settings

Alarms notifications are sent via email, therefore
administrators must set Mail Settings to properly send email
messages from your mail server. If you aren’t sure which
usernames and passwords to use or which check boxes to
enable, contact your IT Administrator.

To configure Email Settings:

1

From viewLinc, choose System | Email. The Email
screen appears, showing the email templates in use for
various viewLinc messages.

Click ==z Email Settings.The Mail Settings screen
appears.

Mail Settings x
“From" Address

The address from which viewlinc will send email notifications: viewlinc@veriteq.com

Outgoing Server

SMTP Servar: veriteq.com

Port (default is 25): 25

Server Timeout (saconds): | 30
¥ SHMTP Authentication
Usernames user

Password:

' POP3 cannection is required

POP3 Server:

pop.veriteg.com
Port (defautt is 110): 110
¥ POP3 Authentication

Usernames: user

Passwords:

In the Mail Settings screen, enter a valid “From” address.
Email notifications from viewLinc will be “from” this
address, so the email address must exist. For example:
viewlinc_system@yourcompany.com or
controlroom47@yourcompany.com. Contact your IT
administrator to create a “From” address if needed.

In the Outgoing Server area, enter:

 your outgoing SMTP mail server name (e.g.,
mail.yourserver.com)

» outgoing mail server port. Your IT Administrator will
have this information.
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Set an appropriate server timeout interval.

If your outgoing mail server requires authentication,
select the appropriate check box and enter the username
and password to send mail on that server.

If your outgoing mail server requires confirmation
through a POP3 connection before sending mail,
configure the following settings:

a select the “POP3 connection is required” check box
b enter the incoming POP3 mail server name

¢ enter the incoming mail server port

d select the “POP3 authentication” check box

e enter a username and password for a valid POP3 ac-
count for the viewLinc system to use.

Click Test Email to test your settings. If they are OK,
continue. If not, adjust settings as previous until the test
email is sent correctly.

Click Save.

Editing Alarm Email Templates

You can edit the information that's sent about alarms in the
various alarm notification emails - for example, the email
notifying you about a Communication or Threshold Alarm, a
repeated Alarm, an Acknowledged Alarm, or a Logger
Transfer. You may want to edit emails to modify contents if
sending emails to a pager or cellular phone, or for a specific
purpose within your company.

You can edit email templates to include or not include many
different items, for example:

Logger description
Event Type

Details of Alarm
Date

Time

Channel, and more.
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To edit email templates:
1 From System | Email, select the row containing the email

template you want to edit and click B Edit Email
Template. Or, double-click the row to edit. The Edit Email
Template screen appears.

2 Inthe Email Templates screen, edit the email template
message. Items in [brackets] are variables that viewLinc
will insert in the email. To choose different variables, click
Macros and select the variable from the dropdown.

Email Template X

[ Macros » & Reset to Default

Message Subject: vLinc - [ArmType] on [AlermObject] was acknowledged by [Acknowledger]

Message Body: ypel on [Aly 1, which was triggered on [AlRrmTimestamol, was ad by [Ad 1
[Acknovledas Tmestamn].
Action edgerAction]
Comments:
| Email Template

Macras v 8 Reset to Default

i Acknonledger c - [AlrmType] on [AlrmObject
AcknowledgerAction
AcknowledgerComments

AcknowledgeTimestamp

14 AlarmMessage
AlarmObject
AlarmType
AlarmTimestamp
Date

Time

3 Click Save.
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Working with Users

Working with Users

When you install viewLinc, a default administrator account is
created.You need to create user accounts for other
administrators or users with fewer privileges.

A user’s main task is to monitor channels. Users can also
show and hide zones, acknowledge alarms, and view, edit,
print and sort event logs.

Creating User Accounts

To create user accounts:

1

2

In viewLinc, choose System | Users.

From Users, click ' Add User.
In the User Properties screen:
a enter alogin name

b enter a password. The default password is “pass-
word”.

¢ If using Windows authentication, select the Windows
authentication check box. viewLinc will rely on Win-
dows to verify the user's password at login time. Use
this option to let users log on to viewLinc with their reg-
ular Windows user name and password.

d Ifthis user should have administrator privileges, select
the “Administrator” check box.

User Properties ®
Login name: mydornairtmyLse
Passwaord: sesssnes
Windows Authentication: I
Adrninistratar: -

l Save L\,J [ Cancel ]

Click Save.

viewLinc offers the ability to have users re-confirm their
identity by re-entering their userid/password either
whenever a change is made, or after a set number of
minutes. To set this preference, see “Setting Session
Expiry Time” on page 41.
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Editing Users and Passwords

To edit user accounts and passwords:

1

2

In viewLinc, choose System | Users.

Select the user to edit and choose L4l Edit User. Or,
double-click the row containing the use you want to edit. The
User Properties screen appears.

From the User Properties screen, edit settings as
needed.

User Properties ®
Login name: mydornairtmyLse
Passwaord: sesssnes
Windows Authentication: I
Adrninistratar: -

l Save L\,J [ Cancel ]

Click Save.

Note: You can only edit passwords in viewLinc if you
are not using Windows authentication (that is,
you are using viewLinc authentication).

Deleting Users

To delete users:

1

In viewLinc, choose System | Users.

Select the User you want to delete and choose & Delete
User.

Confirm the deletion by clicking Yes.

Choosing Temperature Measurement Unit
Preferences

When viewLinc is installed, temperature is set to display in
degrees Celsius. You can configure viewLinc to show
temperatures in either celsius or fahrenheit.

To choose temperature measurement units:

40

1

From viewLinc, choose System | Preferences.
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2 From the Preferred Temperature Units area, choose
either Celsius (C) or Fahrenheit (F).

Channels Transfers Events System Alarms

Loggers Users Email Preferences

Mame « Walue

Preferred Temperature Units [ w
Users must confirm their identity C

E

N

Note: This procedure does not alter how the logger
measures temperature - it alters which units tem-
perature is displayed in.

Setting Session Expiry Time

viewLinc allows you to set a session expiry time after which a
user or administrator must reconfirm their identity by
reentering their password. This prevents non-authorized
users from making changes to viewLinc.

You can choose to set this expiry time as “never”, “always”
(that is, requiring password confirmation before making any
change to the system), or intervals of 1, 5, 10, 15, 30 and 60
minutes after logging in or reconfirming their password.

This setting is applied identically to all viewLinc users and
administrators.

To set the session expiry:

» From System | Preferences, choose an appropriate ses-
sion expiry length from the “Users must confirm their
identity” drop-down.

Channels Transfers Events System Alarms
Loggers || Users || Email | Preferences
Mams + Walue
Preferred Temperature Units F
Users must confirm their icertity Mever >
Never
Always
1 minute frgm last authentication
5 minutes fftim last authentication
10 minutes from last authentication
15 minutes from last authentication
30 minutes from last authentication
1 howr from last authentication
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Chapter 5: Events

All events - such as alarms, transfers of data from
the data logger, alarm acknowledgements, system
administrator changes and general system
notifications - are tracked in viewLinc's Event Log,
under the Event tab.

The data tracked in Events is different from the data
tracked in a Veriteq data logger.

Where the viewLinc event log tracks events
occurring within the viewLinc system (such as
notification of successful transfer of data from a
logger to a stored local directory), the data logger
itself tracks the changes in temperature, relative
humidity or voltage. For more about transferring
data from loggers to a network location, see
Transferring Data and Transfer Schedules.

Analyze Events to determine when and where
particular problems occurred, or to diagnose a
situation that needs troubleshooting.

In this section, you'll learn to:
* view events

« filter the event log to show only the type of event
or range of dates you want to analyse

» add comments to events
» print event logs
» export and save event log data into .xIs format.
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Viewing Events

Events - or the event log - is a text-based listing of all system
events occurring with the data loggers on your system.

To view Events:

1 From viewlinc, click Events. The Event Log appears.

Channels Transfers Events System Alarms

20080117 0000 [§ — 2008-01-2021:20 [5|| | alarm Events | Admin Events | Transfer Events | System Events || 'F
EverntID «  DeteiTime Message =

@5 2008-01-18 204215388 Starting viewline Server

6 2008-01-18 220256002 Shutting tiown viswLine Server

@7 2008-01-20 031231 075 Starting wiswline Server

NN 2008-01-2016:43:03301  Authentication successiul user admin

H 9 2008-01-2019:19:36.393  Authentication successful user admin

2 Using the date and time selectors, choose the period for
which you want to see events. Enter a date or use the
calendar button to specify a date range.

2005-01-17 00:00 | — 2008-01-

S M T W T F 5 |-

1 2 3 4 5
E 7 &8 9 10 11 12
13 14 15 16 1& 18 19

[20] 21 22 23 W25

27 2 29 30 0#

E

3 Using the buttons to the right of the date and time
selectors, select or deselect buttons to see Alarm
Events, Admin Events, Transfer Events and/or System
Events. After selecting an event type button to filter on,

click “ Refresh to refresh the list. The more buttons you

deselect, the shorter the list will be.

Note: System Events are any changes to configuration
options or any failed attempts to communicate
between viewLinc Servers and data loggers.

Note: You can also add comments to an event. See
“Adding Comments to Events” on page 45.
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Adding Comments to Events

You can also add comments to the Event Log, outlining
perhaps why an event occurred or what was done in
response to an event or problem.

To add a comment to the Event Log:

1 From Events, highlight the row (event) to add the

comment to and click Cd Add Comment.The Custom

Comments to Event dialog appears.

Events

Tranafer Lvants | D etresh w Export aPrnt O Add Comment

=1 event vetaits
£10 | Xre-24-08 4:50:10PH | system

Shetting down vievdlng Serve.
. i ) eem peei

|_>E=_,'i cancel
2 Enter your comment.

Click Save.
4 To view a comment for a particular event, highlight the

row containing that event and look for the comment in the
Event Details area.

Printing Event Logs

To print the event log:

1 From Events, choose the date and time range you are
interested in printing. In the date/time box, enter a date
and/or time in 24-hour notation, or click the calendar
icons to make your selection.

2 Using the buttons to the right of the date and time
selector, choose to either include or not include Alarm
Events, Admin Events, Transfer Events and/or System
Events.

3 Click @ Refresh.
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Click ' Print.

Channels || Transfers || Events || System | Alarms

2008-06-11 00:00 (@ — 2008-06-3000:00 (4 | Alarm Events | Admin Events | Transfer Events-| System Events | @'Refresh = Export | 5 Print

Even... Date/Time Message El| event petails
1 June-24-08 34255PM  Log intialized #18 | June-24-05 4:50:10 PM | system
2 June-24-08 T4256PM  Starting viewLinc Server.

In a new browser window, a printer-friendly Event Log
report opens. Use your browser’s print features to select
a printer for and print this Event Log.

viewlinc Event Log
Events From 06f1108 00:00:00 ko 06/30/08 00:00:00

Filter: System Events, Alam Events, Transfer Events.

EventID  DatefTime Message Category ExtraData Comments
1 06/24/08 1514255 Log intialzed system
2 06/24/08 15:42:56 | Starting viewLinc Server. system 07/02/08 14:15:22 adrmin: vizwLinc

Server was restarted

4 06/24{08 15:42:56  Discovery data s ready, Processing resuts for 0 system
5 06/24/08 1515005 Authentication successful user adrin, system
7 06/24/08 15156105 Authentication successful user admin, system

10 |08j24/08 15:57:49 Discovery datals ready, Processingresults for 1 system
com port

16 0/24{08 16:28:24 Discovery datais ready, Processingresults for 1 system

com port,
18 |DE/Z4{08 16:50:10 Shutting down viewdinc Server, system 0702{08 14:26:03 adrmin: Here is
where ta enter commerts.
19 06/26/08 16:30:41 Starting viewline Server. system
2 06[26/08 16:32:40 | Alarm turmed on: Logger 05112100 alam | Cause: Unatle to alocate COM port
Conmunication Alarm, Alarm message: None because it s unavallzble

Camments:
Hast; c-glackfeff-nb
Logger: lagger A (05112100)

Exporting Event Logs

Export event log data into a saved .xls file for later analysis.
To export event logs:

46

1

From Events, choose the date range you are interested
in exporting. In the date/time box, enter a date and/or
time in 24-hour notation, or click the calendar icons to
make your selection.

Using the buttons to the right of the date and time
selector, choose to either include or not include Alarm
Events, Admin Events, Transfer Events and/or System
Events.

Click & Refresh.

Click Lﬂ Export. A file download dialog opens,
prompting you to open or save the events.xls file.
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Chapter 6: Historical Data and Transfer

Schedules

viewLinc 3.3 Administrator Guide

Historical data is data collected by Veriteq loggers.
While viewLinc allows you to monitor real-time
conditions of Veriteq loggers, you need Spectrum or
vLog to graph and analyze changes in data over
time. Administrators set the schedule when data is
transferred from the logger to a directory for use in
Spectrum or vLog using the Logger Transfers tab.

In this section, you'll learn what historical data is, as
well as to:

« transfer historical data from loggers using
Transfer Schedules

« trigger an alarm if a transfer did not occur

 edit, delete and temporarily disable scheduled
data transfers

» graph historical data using Spectrum/vLog.
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About Historical Data

Veriteq data loggers have the ability to store large amounts of
data inside them. Data is logged in frequencies from once
every 10 seconds to once every 24 hours. This frequency --
known as the sample interval -- is configured in Spectrum or
vLog.

While viewLinc allows you to monitor real-time conditions for
Veriteq loggers over the network, you may also want to
analyze or graph changes in conditions over time, or
compare conditions recorded by different loggers. This
analysis is performed in Spectrum or vLog on “historical data”
- data that has been transferred from the logger to a local
directory. Typically, historical data from a logger is transferred
to a local directory on a set schedule - be it daily or weekly -
using viewLinc’s Logger Transfer tab.

Once transferred, data can be “inserted” into Spectrum or
vLog for analysis, graphing, exporting (into .xIs) and printing.
The data transfer schedule is set in viewLinc. Since transfers
can be scheduled in advance, you don’'t need to be there
when the transfer takes place.

Regardless of how frequently you schedule data transfers,
data in the logger remains intact and is recorded indefinitely
(or until the logger reaches is memory capacity). For more on
maximum memory capacity or sample intervals, see
documentation for Spectrum or vLog.

Let’s look at transferring data now.

Transferring Data and Transfer Schedules

48

To view or analyze logger data, you need to save the data to
a local directory, then look at it in Spectrum or vLog. From
Spectrum or vLog, you can create and save graphs, and
export data into .xls files for use in applications like
Microsoft® Excel®.

Each transfer creates one data file per logger.

viewLinc allows you to set up transfer schedules to ensure
data from your loggers is saved to an appropriate directory
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Transferring Data and Transfer Schedules

for analysis and storage. You can also perform an immediate
transfer.

Creating Transfer Schedules

To create a transfer schedule:
1 From viewLinc, click the Transfers Tab.

2 Click EII:II:I New Transfer.

From Logger Transfer Properties, click “Enable this
transfer” to have this transfer enabled. New transfers are
disabled by default.

4  From the logger drop-down, choose the logger to set the
transfer for.

Logger Transfer Properties *
General 12
Enable this transfer: ¥
Logger: >

Ernail notifications ta: | youremal@yourcompany.com

Schedule

Period, days: 7

Start date: 0&6/27/2008

Start time: 9:45 M he
Destination

Destination: Viyournetworlocationtviewling 3.3 transfers

Field 1: Description e

Field 2: Serial Mumber 3

Field 3: Date and Time S
Comments

Comments: pUt your comments here =l

=l

[mransernow | [ Save | [ cancel |

5 Enter the email address to receive notification should the
transfer fail. You can choose an email address, a list of
email addresses separated by commas, or a distribution
list created on your mail server by the IT administrator.

6 Ensure correct mail server settings have been set in
“Configuring Mail Settings” on page 36.

7 Choose a transfer schedule interval and start date and
time. For example, every 7 days, beginning 2006-11-14
01:00. Use 24-hour-time.

8 Choose the destination directory for the saved .spl file.
Sample directory paths could include: c:\logger_files or
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10

11

12

\\<machinename>\<desination_dir>. We recommend you
use a directory on the viewLinc Server (ex.
c:\<destination_dir>).
Note: During a data transfer, you may be prompted to

enter a valid username and password for saving

to the target directory or shared directory. You

also need to ensure that the account which

installed viewLinc (that is, which runs the

viewLinc Enterprise Server service) has suffi-

cient permissions to write to the directory where

you want the transferred data to go. For more on

Services with viewLinc, see Appendix A: Trou-

bleshooting.
Choose the filename for your transferred file by
specifying the order for the identifying fields which will
make up the filename. Filenames for .spl files are
created from combinations of the logger's description, its
serial number, and the date and time the file was saved.
Your filename could be, for example, <logger desc>-
<serial number>-yyyy-mm-dd_hh-mm.spl. The hour
portion is expressed in 24-hour time.

In the Comments area, enter any comments to associate
with this transfer, such as its purpose, to whom any email
notifications should go, and so on.

To transfer now as a test, click Transfer Now. The data
should be transferred to the location specified.

Click Save to save these settings for a scheduled
transfer. A row containing information on the scheduled
transfer for each logger you've set up appears in
Transfers.

Performing an Immediate Data Transfer

To transfer data now:

1

Follow the instructions above, and click Transfer Now.
The data should be transferred to the location specified.

Click Save to save the scheduled transfer or Cancel to
close.
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Graphing Logger Historical Data

Editing Transfer Schedules

You can edit, delete, and temporarily disable logger data
transfer schedules.

To edit scheduled transfers:

1 From viewLinc, click the Transfers Tab.

2  Select the row containing the scheduled transfer(s) to
edit.
o .
3 Click “* Edit Transfer.

4 The Edit Transfer Schedule Properties screen appears.
Edit details as required.

5 Click Save.

Deleting Transfer Schedules
To delete scheduled transfers:
1 From viewLinc, click the Transfers Tab.

2 Select the row containing the scheduled transfer to
delete.

3 Click # Delete Transfer.

4 A dialog will appear, prompting you to confirm the
deletion. Click Yes.

Temporarily Disabling Transfer Schedules

To temporarily disable scheduled transfers:
1 From viewLinc, click the Transfers Tab.
2 Select the row containing the scheduled transfer to edit.

3 Click It4 Edit Transfer.

4 From Edit Transfer Schedule Properties, deselect the
Enable this transfer check box.

5 Click Save.

Graphing Logger Historical Data

To graph historical data, use Spectrum/vLog with saved .spl
files.

viewLinc 3.3 Administrator Guide 51



Chapter 6: Historical Data and Transfer Schedules

1 Install Spectrum/vLog on the PC where you want to
display graphs.
2 In Spectrum/vLog, create graph:
a Choose File | Insert Logger Files to point to the .spl file
you want
b Choose Format | Time Scale to set start and end time

3 To save graphs, in Spectrum/vLog, choose File | Save
and choose a location to save the graph information.
Filenames for graphs will end with .spg.

To print graphs, in Spectrum/vLog, choose File | Print.

5 To see logger data in tabular form, in Spectrum/vLog,
choose View | Logger Files.

For more information on Spectrum or vLog, please see online
help for these applications.
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Appendix A: Troubleshooting

This section also contains answers to frequently asked
questions and information for troubleshooting common
problems with viewLinc and Digi devices.

As an administrator, you may want to be aware of the
viewLinc service running on your Windows PC. This section
also contains information on which files are installed as part
of viewLinc.

Q: How does viewLinc work?

viewLinc runs as a Windows service which is launched
automatically. If and when you reboot the viewLinc Server,
this service will automatically start.

The viewLinc Enterprise Server is a service which gathers
data from loggers, performs scheduled transfers, watches for
alarms, executes any associated actions, manages users,
and controls system-wide and user-specific settings.

Q: How do | stop or turn off viewLinc?
Stopping viewLinc Services

viewLinc runs as a Microsoft Windows service called
“viewLinc Enterprise Server”. To stop viewLinc, stop the
service:

1 Onyour Windows PC, choose Start | Control Panel |
Administrative Tools | Services.

2 From the list of services, right click on the service.
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3 From the pop-up menu, choose Stop.

¥, Services

File  Action Wew Help

= | B FRR EE] > 80 m

ﬁ“g«gI_ln|r'n:Err’upI:lh\e Power Supply
o Miswline Enterprise Server 3.3
%\u‘irtual Disk Service:

Manages a...
Provides vi...

Provides s...

Manual

Starked Automatic

Manual

Marme /. I Descripkion I Status I Startup Type I Log On As |

By Terminal Services Allows user,..  Starked Manual Local System

%Termlnal Services Session Directory Enables a ... Disabled Local System
Themes Provides u... Disabled Local System

Local Service

%\u‘n\ume Shadow Copy Manages a... Manual Local System
%Weh[\ient RE;JI’;’\E Enables Wi... Disabled Local Service
%Windows Audio Resta_rt Manages a...  Started Automatic Local System
%Windows Firewall/Internet Conr ——— Provides n. .. Disabled Local System
Hawindows Image Acquistion (W1 All Tasks * | Provides im... Disabled Local Service
%Windows Installer m Adds, modi... Manual Local System
%Windows Managerment Inskrume i Provides a ... Started Aukomatic Local System
é&Windows Management Instrume  Properties Manitors all,.. Manual Local System
%Windows Time Maintains d... Started Aukomatic Local Service
%Windows Uset Mode Driver Frar. Help Enables Wi... Manual Local Service
%WinHTTP Web Proxy Auto-Discovery Service Implement. .. Manual Local Service
%Wire\ess Configuration Enables au... Started Automatic Local System

LAY DouErwrnnmen. e [ R ool Sk

Extended , Standard
L e e S R R e I I

Q: What files are installed with viewLinc?

Most of the files installed as part of viewLinc 3.3 are installed
into one directory - by default, "viewLinc 3.3". During
installation, administrators can change default file location
and name.

The default path to the files installed as part of viewLinc 3.3 is
C:\Program Files\Veriteq Instruments\viewLinc 3.3.

The viewLinc 3.3 installer also creates a program group,
Veriteg Instruments, in the Start menu: C:\Documents and
Settings\All Users\Start Menu\Programs\Veriteq Instruments.
During installation, the viewLinc 3.3 installer puts shortcuts to
both the viewLinc login page and default viewLinc Help home
page in the Veriteq Instruments program group.

During installation, the viewLinc 3.3 installer also puts
shortcuts to both the viewLinc login page and default
viewLinc Help home page for the administrator who installed
viewLinc: C:\Documents and
Settings\<administrator_profile>\Start
Menu\Programs\Veriteq Instruments.While running viewLinc,
you can transfer logger data (in an .spl file) from the logger to
a user-specified location. These .spl files are saved to
wherever specified by the user. A typical .spl file for a two-
channel logger is about 85KB.
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viewLinc creates Event Logs which can be viewed from
within the application. This data is stored in C:\Program
Files\Veriteq Instruments\viewLinc 3.3\log.

Q - How do you add IP addresses for data loggers?

A - You don't. But, you do assign IP addresses to Digi
devices. Because viewLinc communicates using COM ports,
attaching data loggers to the network using Ethernet/IP
addresses requires the use of a Digi networking device. Digi
devices create virtual COM ports that allow data loggers to
communicate with viewLinc using Ethernet. We recommend
you use a static IP address (obtained from your IT
department) for your Digi device. (If you're using DHCP, see
the Veriteq web site for more). IP addresses are assigned to
Digi devices during Digi driver configuration. Refer to the
Veriteq viewLinc 3.3 Quick Start Guide for Digi devices for
installation instructions. For more about Digis, see
www.digi.com.

Q - How does viewLinc know which Digi devices (with attached
loggers) are assigned to it?

A - It doesn't. Digi devices aren't 'assigned' to viewLinc 3.3;
rather, viewLinc monitors the network for loggers attached to
COM ports. As mentioned, viewLinc software communicates
via COM ports. Installing a Digi device using the Quick Start
Guide creates virtual COM ports which are monitored by
viewLinc 3.3.

To see which COM ports (virtual or other) that are assigned
to a Digi, use Device Manager:

1 Open Device Manager (From Start, choose Settings,
Control Panel, Administrative Tools, Computer
Management. Device Manager is on the left hand side).

2 Once Device Manager is open, expand Ports (COM &
LPT) to see which COM ports are connected to which
devices. (The Digi Devices should be named Digi Xxxxx
(where X is the model of the Digi).

3 For more detail, in Device Manager, under Multiport
serial adapters, right-click the device in question. Choose
Properties, select the Advanced tab, and click on the
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properties button. On the left will be a list of the COM
ports used for this device.

To see which loggers are being controlled by viewLinc, see
Loggers and Channels in viewLinc.

Q- I want to run a B+B Electronics Eternal Digital Relay I/0 device
as part of my alarm system. How do | do this?

In addition to email alarms and pop up windows, you can
also run commands on the viewLinc Server machine (which
in turn can trigger external devices) when an alarm threshold
is exceeded.

To configure these:

In the Advanced area of the Threshold Settings screen, enter
a DOS command in the appropriate box. There are different
boxes to accept different commands for when an alarm is
triggered, notification is repeated, alarm acknowledged, or
alarm condition is no longer true.

If you are using a B+B Electronics External Digital Relay 1/0
Device, this device allows you to turn on two different devices
(or both at the same time) if these devices are correctly wired
to both power and the Digital Relay Device itself.

You must also attach the Digital Relay I/O Device to a COM
port on the viewLinc Server.

The specific DOS command to enter in the viewLinc Edit
Threshold Settings screen in viewLinc 3.2 when using the
B+B External Digital Relay I/O device and the python
SwitchBbRelay script (installed automatically as part of
viewLinc 3.2) is:

python SwitchBbRelay.pyc <Com port where
relay device is attached> <Options> where Option
is one of:

1 - turn on Device 1

2 - turn on Device 2

3 - turn on both Device 1 and 2
0 - turn off both Devices.
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Q: I'm using Digis to connect my loggers to the network. | want to
move my Digi from one location to another within the same sub-
net. What do | need to do?

A: If you've used a static IP address for your Digi (as
recommended) and are moving your Digi to from one location
to another within the same subnet, here are the steps to
follow:

1 Shut down all Veriteq software, if desired. (You may
experience communication alarms while performing
these steps if you don't shut down viewLinc).

2 Unplug the Digi from the network (with loggers still
attached).

Note: You do NOT need to uninstall the Digi software
from the viewLinc Server. In fact, doing so will
potentially cause problems when you reattach
the Digi to the network.

3 Move the Digi to another location.
4  Plug the Digi into the network again.

5 Restart Veriteq software. viewLinc should be connecting
to the Digi and see the loggers.

Q: I'm using Digis to connect my loggers to the network. | want to
move my Digi from one subnet to another. What do | need to do?

A: If you've used a static IP address for your Digi (as
recommended) and you're moving your Digi from one
location to another in a different subnet, there are several
configuration steps:

1 Shut down all Veriteq software, if desired. (You may
experience communication alarms while performing
these steps if you don't shut down viewLinc).

2 You do NOT need to uninstall the Digi software from the
viewLinc Server machine; but, you do need to make
some configuration changes. With the Digi still
connected at its original location, log into the Digi web
interface. In the address bar of a web browser, type the
IP address of the device. (The IP of your device can be
found using Digi's Device Discovery software.)

3 Atthe login screen, login as 'root' user and supply the
password. The default password is 'dbps'. If you have not
changed the password, use the default.
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10

From the navigation bar, choose Network. In the Network
Configuration screen, enter the new IP address, subnet
mask and gateway for the new subnet. Click Apply.
Reboot the Digi.

Move the Digi to its new location.

Configure viewLinc to look for the Digi in this new subnet.
On the viewLinc machine, from Device
Manager>Multiport Serial Adaptors, right click on the row
for your Digi device.

From the Properties screen, choose
Advanced>Properties>Network.

From the Network screen, enter the network settings to
reflect the Digi's new IP address. Click OK.

Restart Veriteq software. viewLinc should be connecting
to the Digi and see the loggers.

If viewLinc can't connect to these loggers or this Digi device
after performing the above steps, there may be a port
blocked on the router connecting the subnets. Try the
following:

1

Determine if the Digi device in the new subnet is
accessible from the viewLinc computer. From a
command prompt on the viewLinc computer, type ping
<IP address>. If there are successful responses to the
ping, this test will prove that routing exists between the
subnets. Go to the next test.

In the command prompt, type telnet <IP address>. If you
get a login prompt, this test will prove that the Digi device
is able to respond to requests. Hit "Ctrl+C" to abort the
login. Go to the next test.

In the command prompt, type telnet <IP address> 771. If
you get an error message (and the previous tests were
successful) then Port 771 is being blocked between the
local computer and the Digi. This port must be opened
before the Digi can be used with Veriteq software. This
port may be blocked by network devices (such as
routers, firewalls or layer 3 switches) or PC software
(such as the Microsoft Windows Firewall, 3rd party
firewalls, or security software suites). Unblock this port.
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Q: I can’t log in to viewLinc despite using the correct userid and
password.

Ensure the service “viewLinc Enterprise Server” is running. In
Windows Control Panel, choose Administrative Tools |
Services, then find “viewLinc Enterprise Server” on the list
and right-click to Start.

Q: I'm getting communication alarms in viewLinc. | think my Digi
or logger has stopped responding. What do | do?
1 Ensure your loggers are plugged in.

2 Ensure your Digi is connected to a power supply and the
power supply is plugged in. The light on the front of the
Digi should be solid red.

3 Ensure the Digi is connected to and communicating with
the network. Try to ping the Digi by typing the following at
a command prompt: ping <IP address of the
Digis.

4  If there is communication between the Digi and the
network, check that the Veriteq-supplied cable
connecting the Digi to the logger is functioning properly.
When the cable is functioning properly, the light should
be mostly off with an occasional flicker. If the light on the
cable is solid red, there is a problem with the logger
cable or logger. Ensure your Digi has been configured to
use RealPort (see www.veriteq.com for more). If this still
doesn't fix the problem, go to step 6.

5 If the light on the cable is working correctly but you are
still getting communication alarms, go into Device
Manager on the viewLinc computer and ensure the Digi
is still installed. Under the Multiport serial adaptor
category in Device Manager, you should see an entry for
the Digi with the address you configured. If you don't see
this, reinstall the Digi by following steps 2 B and C from
the Quick Start Guide for viewLinc with Digi Devices.

6 If the light on the cable is not working properly, open a
graphing application (vLog or Spectrum) and determine if
the logger can communicate with it. If there is a problem
with the logger communicating with the graphing
application, it is likely the logger or logger cable is not
functioning properly. Try connecting a new logger - or a
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logger that is known to be working - and see if you can
connect to it in vLog or Spectrum.

Q: I'm in viewLinc and trying to transfer logger files to a network
location but it isn't working. What do | do?

A: You need to ensure that the account that's running
viewLinc has write permissions to the folder where you're
attempting to transfer the logger files. The account that's
running viewLinc was set during installation. See information
on installing viewLinc in the Administrator guide or online
help.

Q: I've made some changes in viewLinc, such as new thresholds
and logger descriptions, but they're not showing up. What's
wrong?

A: Channel information is updated and refreshed depending
on the refresh rate set in viewLinc. Determine the refresh rate
viewLinc is using and wait the allotted time.

For more help with any of these issues, contact Veriteq
Instruments at 1-866-861-3388 or techsupport@veriteg.com.
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